
4 Packet Capture Operation Guide

4.1 Packet Capture Configuration
This chapter describes how to configure packet capture and provides a
configuration example.

4.2 Packet Capture Configuration Command

4.1 Packet Capture Configuration
This chapter describes how to configure packet capture and provides a
configuration example.

NO TE

The device supports the packet header obtaining function, which is mainly used to detect
transmission faults and errors. Huawei cannot collect or store user communication
information without permission. Therefore, you must ensure that this function is used for
legitimate purposes and within the boundaries defined by applicable laws and regulations.
During the collection and storage of user communication information, measures must be
taken to protect user communication information.

4.1.1 Overview of Packet Capture

This function improves network maintenance efficiency and reduces maintenance
costs. As Internet develops, devices on a network transmit various services, and
network administrators often need to capture packets on devices to locate faults.
The packet capturing function allows devices to capture received packets for fault
location. This function simplifies the configurations of packet analysis device and
network monitoring device.

After the packet capturing function is enabled, the devices capture the packets
matching certain conditions. The maintenance personnel can run commands to
view information about captured packets or save the captured packets to the local
storage media as *.cap files. The saved files can be downloaded for fault analysis.
This function greatly improves maintenance efficiency and reduces maintenance
costs.

The CloudEngine 9800, 8800, 6800, and 5800 series switches can capture the
following two types of packets:
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● Forwarded packets: If the device fails to forward traffic correctly, for example,
the traffic does not match the traffic model, configure the packet capture
function to capture forwarded packets for analysis. This allows the device to
process invalid packets in time, ensuring that network data can be
transmitted correctly.

● Packets sent to the CPU: When a CPU fault occurs, such as the CPU usage is
high, configure the packet capture function to capture packets sent to the
CPU for analysis. This allows the device to process invalid packets in time,
ensuring that the CPU works properly.

4.1.2 Licensing Requirements and Limitations for Packet
Capture

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Packet capture is a basic function of switches, and as such is controlled by the
license for basic software functions. This license has been loaded and activated
before delivery. You do not need to manually activate it.

Version Requirements

Table 4-1 Products and minimum version supporting packet capture

Product Model Minimum Version Required

CE9860EI V200R020C00

CE8868EI/CE8861EI V200R005C10

CE8850-32CQ-EI V200R002C50

CE8850-64CQ-EI V200R005C00

CE6857EI V200R005C10

CE6857E V200R020C10

CE6857F V200R021C00

CE6870-48S6CQ-EI V200R001C00

CE6870-48S6CQ-EI-A V200R022C00

CE6856HI/CE6870-48T6CQ-EI V200R002C50

CE6881/CE6820/CE6863 V200R005C20

CE6863E V200R021C00

CE5881 V200R020C00
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Product Model Minimum Version Required

CE6881K V200R019C10

CE6863K V200R019C10

CE6881E V200R019C10

CE6865EI V200R005C00

CE6865E V200R021C00

CE8850E-32CQ-EI V200R021C10

CE5855E V200R020C10

CE5855F V200R021C00

 

NO TE

For details about the mapping between software versions and switch models, see the
Hardware Query Tool.

Software version evolution:

● For switches excluding the CE9860EI, CE6881, CE6881E, CE6881K, CE6863, CE6863K,
CE6820, CE5881

V100R001C00 -> V100R002C00 -> V100R003C00 -> V100R003C10 -> V100R005C00 ->
V100R005C10 -> V100R006C00 -> V200R001C00 -> V200R002C50 -> V200R003C00 ->
V200R005C00 -> V200R005C10 -> V200R019C00 -> V200R019C10 -> V200R020C10 ->
V200R021C00 -> V200R021C10 -> V200R022C00 -> V200R022C10 -> V200R023C00

● For the CE9860EI, CE6881, CE6881E, CE6881K, CE6863, CE6863K, CE6820, CE5881

V200R005C20 -> V200R019C10 -> V200R020C00 -> V200R020C10 -> V200R021C00 ->
V200R021C10 -> V200R022C00 -> V200R022C10 -> V200R023C00

Feature Limitations

Captured packets are cached in .cap files in the flash card. When the remaining
space of the flash card is less than or equal to 10 MB, there is insufficient space
for capturing data. In this case, the capture function cannot be used normally.

If traffic control is triggered by a large amount of delivered configuration data or
telemetry data collection, the packet capture function is unavailable.

Restriction of capturing forwarded packets
● Packet capture is supported in both inbound and outbound directions on the

CE6881, CE5881, CE6881K, CE6863, CE6863E, CE6863K, CE6881E, and CE6820,
and only one packet capture instance is supported.

● The CE6881, CE5881, CE6881K, CE6820, CE6863, CE6863E, CE6863K, CE6881E,
and CE6870EI cannot capture packets on stack member ports or logical stack
ports. Other stack-capable switches can capture packets on stack member
ports, but not logical stack ports.

● When the CE6881, CE5881, CE6881K, CE6820, CE6863, CE6863E, CE6863K,
CE6881E, or CE6870EI captures packets without VLAN information, no VLAN
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information is displayed. When other switches capture packets without VLAN
information, the default VLAN of interfaces is displayed.

● The CE6881, CE5881, CE6881K, CE6820, CE6863, CE6863E, CE6863K, CE6881E,
and CE6870EI can capture packets on Eth-Trunks, but not specified Eth-Trunk
member interfaces. Other switches can capture packets on both Eth-Trunks
and Eth-Trunk member interfaces.

● The packet capture function of the device conflicts with other functions (such
as the function of sending protocol packets to the CPU and mirroring
function). When the packet capture function is configured together with the
function of sending protocol packets to the CPU or the mirroring function,
only one function takes effect.

● For the CE6881, CE5881, CE6881K, CE6820, CE6863E, CE6863K, CE6881E, and
CE6863, the protocol field in an IPv6 ACL supports only TCP, UDP, ICMPv6,
OSPF, and GRE.

● If a CE6870EI switch is configured to capture packets with matching VLAN
information, the packets forwarded by sub-interfaces cannot be captured.

● When the CE9860EI, CE8850EI, CE8861EI, CE8868EI, CE6856HI, CE6857E,
CE6857F, CE6865EI, CE6865E, CE8850E-32CQ-EI, CE5855E, CE5855F or
CE6857EI functions as a VXLAN termination node, only packets terminated at
the tunnel side can be matched, and passerby packets transparently
transmitted on VXLAN cannot be matched.

● When both intelligent traffic analysis and inbound forwarded packet capture
are configured, intelligent traffic analysis takes effect.

Restriction of capturing packets sent to the CPU
● The device supports a maximum of eight packet capture instances.
● When the CE6881, CE5881, CE6881K, CE6820, CE6863, CE6863E, CE6863K,

CE6881E, or CE6870EI captures packets without VLAN information, no VLAN
information is displayed. When other switches capture packets without VLAN
information, the default VLAN of interfaces is displayed.

● The device cannot capture packets on logical stack interfaces or stack
member interfaces of stack members.

● The device can capture packets on Eth-Trunks, but not on Eth-Trunk member
interfaces.

4.1.3 Configuring the Device to Capture Forwarded Packets

If the device fails to forward traffic correctly, you can configure the packet capture
function to capture forwarded packets for analysis, so that you can process invalid
packets in time and ensure correct transmission of network data.

Precautions

Pay attention to the following when configuring the device to capture forwarded
packets:

● The device supports only one packet capture instance.
● You can set the timeout period specified by time and the number of packets

to be captured specified by number for a packet capture instance. If the
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timeout period expires or the specified number of packets are captured, the
system stops capturing packets.

● You can set packet capture parameters based on the number of packets on
the interface. If a large number of packets are forwarded on an interface, set
the time parameter to a small value and the number parameter to a large
value. If a small number of packets are forwarded on an interface, set the
time parameter to a large value and the number parameter to a small value.

● If resources on the device are insufficient, the system displays a message
"Failed to capture packet on slot [slot], because the resource is not enough to
use." In this case, the packet capture function is unavailable. It is
recommended that you capture packets using other methods such as
mirroring.

Procedure

Step 1 Run capture-packet interface { interface-type interface-number } &<1-4> [ vxlan
[ vni vni-id ] [ tag-format { none | single } ] [ acl acl-number ] | [ vlan vlan-id |
inner-vlan inner-vlan-id | acl { acl-number | ipv6 acl6-number } ] * ] [ clear
payload ] [ inbound | outbound | both ] destination { terminal | file file-name }
* [ time-out time | packet-num number | packet-len length ] *

An instance for capturing forwarded packets is configured.

● If an ACL is specified for matching the inner packets encapsulated in VXLAN
packets to be captured, the ACL rules can contain only the source MAC
address, Ethernet frame type, destination IP address, source IP address,
destination port number, and source port number. If the ACL rules specify
other options, VXLAN packets cannot be captured.

● If an ACL is specified for matching Layer 2 packets, the ACL rules can contain
only the outer VLAN tag, inner VLAN tag, source MAC address, destination
MAC address, Ethernet II encapsulation format, and 802.1p priority. If the ACL
rules specify other options, Layer 2 packets cannot be captured.

● If an ACL is specified for matching Layer 3 packets, the ACL rules can contain
only the source IP address, destination IP address, protocol type, source port
number, destination port number, ICMP type, ICMP code, TCP flag, fragment
type, and ToS. If the ACL rules specify other options, Layer 3 packets cannot
be captured.

● If you configure the device to match VXLAN packets without inner VLAN tags
and also configure a Layer 2 ACL to match packets, tagged packets will be
captured.

When the clear payload parameter is specified, the switch sets the data content
in the captured TCP and UDP packets to 0.

NO TE

Only the CE8868EI, CE8861EI, CE8850EI, CE6881, CE5881, CE6881K, CE6820, CE6863,
CE6863E, CE6863K, CE6881E, CE6870EI, CE6865EI, CE6865E, CE8850E-32CQ-EI, CE6857EI,
CE6857E, CE6857F, CE6856HI can capture VXLAN packets when the original Ethernet frame
information in the VXLAN packets matching the specified conditions.

The CE9860EI and CE6870EI do not support the inner-vlan inner-vlan-id parameter.

Step 2 (Optional) Run capture-packet file limit limit-value
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The maximum number of packet capture files (.cap files) that can be stored in a
directory is configured.

By default, a maximum of 10 packet capture files can be stored in a directory.

----End

4.1.4 Configuring the Device to Capture Packets Sent to the
CPU

When the CPU of a device is abnormal, you are advised to capture packets sent to
the CPU for analysis, so that you can process invalid packets in time and ensure
stable running of the CPU.

Precautions

Pay attention to the following when configuring the device to capture packets sent
to the CPU:

● You can set the timeout period specified by time and the number of packets
to be captured specified by number for a packet capture instance. If the
timeout period expires or the specified number of packets are captured, the
system stops capturing packets.

● You can set packet capture parameters based on the number of packets on
the interface. If a large number of packets are forwarded on an interface, set
the time parameter to a small value and the number parameter to a large
value. If a small number of packets are forwarded on an interface, set the
time parameter to a large value and the number parameter to a small value.

● The device supports a maximum of eight capture instances.
● The device can capture packets on the Eth-Trunk interface but cannot capture

packets on a specified Eth-Trunk member interface.
● In a packet capturing instance, the packets on a maximum of four interfaces

can be captured. If you delete any interface from the instance or an interface
goes Down, the entire instance is deleted.

● If the ACL and VLAN parameters as well as the specified interfaces in an
instance you want to configure are the same as those in an existing instance,
the device considers that this instance has been enabled.

● The device can capture packets of various protocols sent to the CPU.
● The device cannot capture packets on stack ports or physical ports of stack

members.

Procedure

Step 1 Run capture-packet local-host [ interface { interface-type interface-number }
&<1-4> ] [ acl { { acl-number | name acl-name } | ipv6 { acl6-number | name
acl6-name } } | vlan vlan-id | inner-vlan inner-vlan-id ] * destination { terminal |
file file-name } * [ time-out time | packet-num number | packet-len length ] *

The device is configured to capture packets sent to the CPU.

Step 2 (Optional) Run capture-packet file limit limit-value
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The maximum number of packet capture files (.cap files) that can be stored in a
directory is configured.

By default, a maximum of 10 packet capture files can be stored in a directory.

----End

4.1.5 Configuration Examples for Packet Capture

This section only provides configuration examples for individual features. For
details about multi-feature configuration examples, feature-specific configuration
examples, interoperation examples, protocol or hardware replacement examples,
and industry application examples, see the Typical Configuration Examples.

4.1.5.1 Example for Configuring Packet Capture Function

Networking Requirements
As shown in Figure 4-1, the switch connects to the network through 10GE1/0/1.

A fault occurs on the Figure 4-1, for example, the CPU or traffic forwarding
process is abnormal. The network administrator wants to capture the packets sent
to the CPU or forwarded to other devices through 10GE1/0/1, and display
information about captured packets on the screen so that the administrator can
process invalid packets in a timely manner. This ensures stable running of the CPU
and correct network data transmission.

Figure 4-1 Networking diagram for configuring the packet capture function

 

Configuration Roadmap
The configuration roadmap is as follows:

1. Capture all packets to be forwarded and display information about these
packets on a terminal.

2. Capture packets sent to the CPU and display captured packet information on
the terminal.

Procedure

Step 1 Capture packet to be forwarded on 10GE1/0/1 and display information about
these packets on a terminal.
<HUAWEI> capture-packet interface 10GE 1/0/1 destination terminal packet-num 1 packet-len 64
Warning: Capture-packet will be shown on terminal.
<HUAWEI>
  Packet: 0 Interface: 10GE1/0/1
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  -------------------------------------------------------

  00 25 9e 95 7c 4e 00 25 9e 95 7c 3e 81 00 20 de

  08 06 00 01 08 00 06 04 00 02 00 25 9e 95 7c 3e

  c0 a8 27 01 00 25 9e 95 7c 4e c0 a8 27 02 00 00

  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  -------------------------------------------------------

  ------------------capture report-----------------------

  Capture-Packet Index 1
  Type        : forwarding
  Interface   : 10GE1/0/1
  Direction   : inbound
  Time-out    : 60 seconds
  Packet-num  : 1
  Packet-len  : 64
  BufferOnly  : disabled

  -------------------------------------------------------                       

Step 2 Capture packets sent to the CPU and display captured packet information on the
terminal.
<HUAWEI> capture-packet local-host interface 10GE 1/0/1 destination terminal packet-num 3 time-
out 10
Info: Capture-packet will be shown on terminal.
<HUAWEI>
  Packet: 0  Interface: 10GE1/0/1

  -------------------------------------------------------

  00 25 9e 95 7c 40 00 19 21 db 25 a3 08 00 45 00

  00 28 fb df

  -------------------------------------------------------

  Packet: 1  Interface: 10GE1/0/1

  -------------------------------------------------------

  00 25 9e 95 7c 40 00 19 21 db 25 a3 08 00 45 00

  00 28 fb e4

  -------------------------------------------------------

  Packet: 2  Interface: 10GE1/0/1

  -------------------------------------------------------

  00 25 9e 95 7c 40 00 19 21 db 25 a3 08 00 45 00

  00 28 fb e8

  -------------------------------------------------------

  ------------------capture report-----------------------

  Capture-Packet Index 8
  Type        : local-host
  LinkType    : ethernet
  Interface   : 10GE1/0/1
  Time-out    : 10 seconds
  Packet-num  : 3
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  Packet-len  : 20
  BufferOnly  : disabled

  -------------------------------------------------------                       

----End

Configuration Files
None

4.2 Packet Capture Configuration Command
NO TE

The device supports the packet header obtaining function, which is mainly used to detect
transmission faults and errors. Huawei cannot collect or store user communication
information without permission. Therefore, you must ensure that this function is used for
legitimate purposes and within the boundaries defined by applicable laws and regulations.
During the collection and storage of user communication information, measures must be
taken to protect user communication information.

4.2.1 capture-packet file limit

Function
The capture-packet file limit command configures the maximum number of
packet capture files (.cap files) that can be stored in a directory.

The undo capture-packet file limit command restores the default maximum
number of packet capture files that can be stored in a directory.

By default, a maximum of 10 packet capture files can be stored in a directory.

Format
capture-packet file limit limit-value

undo capture-packet file limit [ limit-value ]

Parameters

Parameter Description Value

limit-value Specifies the maximum
number of packet
capture files that can be
stored in a directory.

The value is an integer
that ranges from 1 to 50.

 

Views
System view
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Default Level
3: Management level

Usage Guidelines
Usage Scenario

You can configure the maximum number of packet capture files that can be stored
in a directory to save storage space on the device and ensure that new packet
capture files can be stored.

Precautions

After the capture-packet file limit command is run, if the number of packet
capture files in the directory exceeds the upper limit, the system does not delete
excess files immediately. Instead, the system deletes the earliest one or more files
when new packet capture files are created next time.

Example
# Set the maximum number of packet capture files that can be stored in a
directory to 20.

<HUAWEI> system-view
[~HUAWEI] capture-packet file limit 20
 

4.2.2 capture-packet interface

Function
The capture-packet interface command configures an instance for capturing
forwarded packets.

The undo capture-packet command deletes the configured packet capture
instance.

By default, no instance is configured for capturing forwarded packets.

Format
capture-packet interface { interface-type interface-number } &<1-4> [ vxlan
[ vni vni-id ] [ acl acl-number | tag-format { none | single } acl acl-number ] |
[ vlan vlan-id | inner-vlan inner-vlan-id | acl { acl-number | ipv6 acl6-number } ]
* ] [ clear payload ] [ inbound | outbound | both ] destination { terminal | file
file-name } * [ time-out time | packet-num number | packet-len length ] *

undo capture-packet [ capture-index ]

NO TE

Only the CE8868EI, CE8861EI, CE8850EI, CE6881, CE5881, CE6881K, CE6820, CE6863,
CE6863E, CE6863K, CE6881E, CE6870EI, CE6865EI, CE6865E, CE8850E-32CQ-EI, CE6857EI,
CE6857E, CE6857F, CE6856HI can capture VXLAN packets when the original Ethernet frame
information in the VXLAN packets matching the specified conditions.
The CE9860EI and CE6870EI do not support the inner-vlan inner-vlan-id parameter.
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Parameters
Parameter Description Value

interface-type interface-
number

Captures packets on a
specified interface.
● interface-type

specifies the interface
type.

● interface-number
specifies the interface
number.

-

vxlan Captures the VXLAN
packets in which the
original Ethernet frame
information matches the
specified conditions.

-

vni vni-id Captures the VXLAN
packets matching the
specified VNI.

The value is an integer
ranging from 1 to
16000000.

tag-format { none |
single }

Indicates whether to
capture the VXLAN
packets in which the
original Ethernet frames
contain tags.
● none: captures the

VXLAN packets in
which the original
Ethernet frames do
not contain tag.

● single: captures the
VXLAN packets in
which the original
Ethernet frames
contain a single tag.

NOTE
If the vxlan parameter is
specified but the tag-
format parameter is not
specified, VXLAN packets
without any inner VLAN
tag are matched.

-
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Parameter Description Value

acl acl-number Captures the VXLAN
packets in which the
original Ethernet frames
match the specified ACL
rules.
The ACL rule can specify
only the source MAC
address, Ethernet frame
type, destination IP
address, source IP
address, destination port
number, and source port
number. If the ACL rules
specify other options,
VXLAN packets cannot
be captured.

The value is an integer
that ranges from 2000 to
4999.

vlan vlan-id Captures packets from a
specified VLAN.

The value of vlan-id is an
integer that ranges from
1 to 4094.

inner-vlan inner-vlan-id Captures packets with a
specified inner VLAN ID.

The value of vlan-id is an
integer that ranges from
1 to 4094.

acl Configures an ACL. -

acl-number Captures packets
matching a specified
ACL.

The value is an integer
that ranges from 2000 to
4999.

ipv6 Configures an ACL6. -

acl6-number Captures packets
matching a specified
ACL6.

The value is an integer
that ranges from 2000 to
3999.

clear payload Sets the data content in
captured packets to 0.
NOTE

The data content of only
the TCP and UDP packets
can be set to 0.

-

inbound | outbound |
both

Specifies the direction of
packets to be captured.
NOTE

This parameter is
supported only by the
CE6881, CE5881, CE6881K,
CE6863, CE6863E,
CE6863K, CE6881E, and
CE6820.

The default value is
inbound. That is, only
incoming packets on an
interface are captured by
default.
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Parameter Description Value

destination Indicates the destination
to which captured packet
information is sent.

-

terminal Displays captured packet
information on a
terminal.

-

file file-name Saves captured packet
information to a file. The
file name extension must
be .cap.

The value is a string of 5
to 64 characters without
spaces.

time-out time Specifies the timeout
period for capturing
packets. The system
stops capturing packets
after the specified
timeout period expires.

The value is an integer
that ranges from 1 to
300, in seconds. By
default, the timeout
period is 60s.

packet-num number Specifies the number of
packets to be captured.
The system stops
capturing packets after
the specified number of
packets are captured.

The value is an integer
that ranges from 1 to
1000. The default value
is 100.

packet-len length Specifies the length of
captured packets that
can be displayed on the
terminal or stored on the
storage medium.

The value is an integer
that ranges from 20 to
64, in bytes. The default
value is 20 bytes.
For a VXLAN-
encapsulated packet, this
parameter specifies the
length of the inner
packet to be obtained.
The length of a packet
displayed on the
terminal is the sum of
the length of the outer
packet header, length of
the VXLAN header, and
specified length of the
inner packet.

capture-index Deletes the packet
capture instance with a
specified index.

The value is an integer
that ranges from 1 to 8.
To view the index of a
packet capture instance,
run the display capture-
packet config-state
command.
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Views

User view

Default Level

3: Management level

Usage Guidelines

Usage Scenario

If the device fails to forward traffic correctly, for example, the traffic does not
match the traffic model, configure the packet capture function to capture
forwarded packets for analysis. This allows the device to process invalid packets in
time, ensuring that network data can be transmitted correctly.

You can set packet capture parameters based on the number of packets on the
interface. If a large number of packets are forwarded on an interface, set the time
parameter to a small value and the number parameter to a large value. If a small
number of packets are forwarded on an interface, set the time parameter to a
large value and the number parameter to a small value.

Precautions

● After the packet capture function is enabled, performance of the device may
be affected. Exercise caution when you configure this function.

● The device supports only one instance for capturing packets on an interface.

● The CE6881, CE5881, CE6881K, CE6820, CE6863K, CE6881E, CE6870EI, and
CE6863, CE6863E switches cannot capture packets on stack member
interfaces or logical stack interfaces.

● The device cannot capture packets on a fabric port or its member ports.

● You can set the timeout period specified by time and the number of packets
to be captured specified by number for a packet capture instance. If the
timeout period expires or the specified number of packets are captured, the
system stops capturing packets.

● If you configure the device to match VXLAN packets without inner VLAN tags
and also configure a Layer 2 ACL to match packets, tagged packets will be
captured. If the device is configured to match VXLAN packets with one inner
VLAN tag and also to match Layer 2 ACL fields, packets with multiple VLAN
tags are captured.

● When the CE6856HI, CE6865EI, CE6865E, CE6857EI, CE6857E, CE6857F,
CE8850EI, CE8850E-32CQ-EI, CE8861EI, and CE8868EI functions as a VXLAN
tunnel termination device and is configured to capture packets, only inner
packets of VXLAN packets can be matched regardless of whether the vxlan
parameter is specified.

● Only a maximum of 16 ACLs can be matched using this command.
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Example

# Capture packets on 10GE1/0/1 matching ACL 2000 and save captured packet
information in the capture.cap file.

<HUAWEI> capture-packet interface 10ge 1/0/1 acl 2000 destination file capture.cap

# Capture packets on 10GE1/0/1 and 10GE1/0/2 and display packet information
on the terminal.
<HUAWEI> capture-packet interface 10ge 1/0/1 10ge 1/0/2 destination terminal packet-len 64
Warning: Capture-packet will be shown on terminal. 
<HUAWEI>
  -------------------------------------------------------

    Packet: 1 Interface: 10GE1/0/1

  -------------------------------------------------------

  04 f9 38 8d e6 82 30 6b 20 79 22 02 08 00 45 00

  00 54 10 01 00 00 fe 01 8e a2 0e 02 01 02 0e 01

  01 01 00 00 ed 1e 12 e0 00 01 00 00 00 00 00 00

  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  -------------------------------------------------------

  Packet: 2 Interface: 10GE1/0/2

  -------------------------------------------------------

  04 f9 38 8d e6 82 00 19 74 59 33 02 08 00 45 00

  00 54 10 02 00 00 ff 01 8d a1 0e 01 01 01 0e 02

  01 02 08 00 e5 1d 12 e0 00 02 00 00 00 00 00 00

  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  -------------------------------------------------------

  ------------------capture report-----------------------

  Capture-Packet Index 1
  Type        : forwarding
  Interface   : 10GE1/0/1
  Interface   : 10GE1/0/2
  Direction   : inbound
  Time-out    : 60 seconds
  Packet-num  : 100
  Packet-len  : 64
  BufferOnly  : disabled

  -------------------------------------------------------

Table 4-2 Description of the capture-packet interface command output

Item Description

Capture-Packet Index Index of a packet capture instance.

Type Type of packet capture. forwarding
indicates that forwarded packets are
captured.
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Item Description

Interface Interface name.

Direction Direction of forwarded packets that
are captured. The device can capture
the forwarded packets only in the
inbound direction.

Time-out Packet capture timeout.

Packet-num Number of packets that can be
captured.

Packet-len Length of each captured packet.

BufferOnly Whether to save the captured packets
in buffer.
● disabled: not save.
● enabled: save.

 

4.2.3 capture-packet local-host

Function
The capture-packet local-host command configures an instance for capturing
packets sent to the CPU.

The undo capture-packet command deletes the configured instance.

By default, no instance is configured for capturing packets sent to the CPU.

Format
capture-packet local-host [ interface { interface-type interface-number }
&<1-4> ] [ acl { { acl-number | name acl-name } | ipv6 { acl6-number | name
acl6-name } } | vlan vlan-id | inner-vlan inner-vlan-id ] * destination { terminal |
file file-name } * [ time-out time | packet-num number | packet-len length ] *

undo capture-packet [ capture-index ]
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Parameters
Parameter Description Value

interface interface-type
interface-number

Captures packets on a
specified interface.
● interface-type

specifies the interface
type.

● interface-number
specifies the interface
number.

-

acl Configures an ACL. -

acl-number Captures packets
matching a specified
ACL.

The value is an integer
that ranges from 2000 to
4999.
● The value of a basic

ACL ranges from 2000
to 2999.

● The value of an
advanced ACL ranges
from 3000 to 3999.

● The value of a Layer 2
ACL ranges from 4000
to 4999.

name acl-name Captures packets
matching a specified
ACL.

The value is a string of 1
to 32 case-sensitive
characters except spaces.
The value must start
with a letter or digit, and
cannot contain only
digits.

ipv6 Configures an ACL6. -

acl6-number Captures packets
matching a specified
ACL6.

The value is an integer
that ranges from 2000 to
3999.
● The value of a basic

ACL ranges from 2000
to 2999.

● The value of an
advanced ACL ranges
from 3000 to 3999.
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Parameter Description Value

name acl6-name Captures packets
matching a specified
ACL6.

The value is a string of 1
to 32 case-sensitive
characters except spaces.
The value must start
with a letter or digit, and
cannot contain only
digits.

vlan vlan-id Captures packets from a
specified VLAN ID.

The value is an integer
ranging from 1 to 4094,
except reserved VLAN
IDs, which can be
configured using the
vlan reserved command.

inner-vlan inner-vlan-id Captures packets with a
specified outer VLAN ID.

The value is an integer
ranging from 1 to 4094.

destination Indicates the destination
to which captured packet
information is sent.

-

terminal Displays captured packet
information on a
terminal.

-

file file-name Saves captured packet
information to a file. The
file name extension must
be .cap.

The value is a string of 5
to 64 characters without
spaces.

time-out time Specifies the timeout
period for capturing
packets. The system
stops capturing packets
after the specified
timeout period expires.

The value is an integer
that ranges from 1 to
3600, in seconds. By
default, the timeout
period is 15s.

packet-num number Specifies the number of
packets to be captured.
The system stops
capturing packets after
the specified number of
packets are captured.

The value is an integer
that ranges from 1 to
6000. The default value
is 10.

packet-len length Specifies the length of
captured packets that
can be displayed on the
terminal or stored on the
storage medium.

The value is an integer
that ranges from 20 to
64, in bytes. The default
value is 20 bytes.
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Parameter Description Value

capture-index Deletes capture instance
with a specified index.

The value is an integer
that ranges from 1 to 8.
To view the index of a
packet capture instance,
run the display capture-
packet config-state
command.

 

Views

User view

Default Level

3: Management level

Usage Guidelines

Usage Scenario

Devices on a network transmit various services, and network administrators often
need to capture packets on devices to locate faults. The device does not support
remote packet capture; therefore, administrators need to capture packets onsite by
connecting a PC to the switch. If packets need to be captured on an optical
interface, an optical-to-electrical converter must be installed on the interface,
reducing maintenance efficiency. Running the capture-packet local-host
command can remotely capture the packets to be sent to the CPU and analyze the
captured packets, to greatly improve maintenance efficiency and reduce
maintenance cost.

Precautions

Capturing forwarded packets and capturing packets sent to the CPU are
independent of each other. The following are constraints on capturing packets to
be sent to the CPU:

● The device supports a maximum of eight capture instances.
● The device can capture packets on the Eth-Trunk interface but cannot capture

packets on a specified Eth-Trunk member interface.
● In a packet capturing instance, the packets on a maximum of four interfaces

can be captured. If you delete any interface from the instance or an interface
goes Down, the entire instance is deleted.

● If the ACL and VLAN parameters as well as the specified interfaces in an
instance you want to configure are the same as those in an existing instance,
the device considers that this instance has been enabled.

When configuring a capture instance, note the following two points:

● The device can capture packets of various protocols sent to the CPU.
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● You can set the timeout period specified by time, number of captured packets
specified by number, and number of capture instances. If the timeout period
for capturing packets expires, the specified number of packets are captured, or
the configured capture instance exceeds the limit, the system stops capturing
packets.

Example
# Capture packets sent to the CPU on 10GE1/0/1, set the timeout period to 360s
and number of packets to be captured to 100.

<HUAWEI> capture-packet local-host interface 10ge 1/0/1 destination file capture1.cap time-out 360 
packet-num 100
Info: Capture-packet data will be saved to flash:/logfile/capture1.cap. 

4.2.4 display capture-packet config-state

Function
The display capture-packet config-state command displays packet capture
information.

Format
display capture-packet config-state

Parameters
None

Views
All views

Default Level
3: Management level

Usage Guidelines
After the device is configured to capture the packets to be sent to the CPU or
forwarded, you can run this command to view packet capturing status,
parameters, and name of the saved packet capturing file during packet capturing.

Example
# Display packet capture information.

<HUAWEI> display capture-packet config-state
Capture-Packet Index 1
Type        : local-host
LinkType    : ethernet
Interface   : 10GE1/0/1
ACL         : 2001
File Name   : flash:/logfile/capture_host_all_GigabitEthernet_2012-05-03-14-44-01.cap
Time-out    : 3600 seconds
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Packet-num  : 1000
Packet-len  : 64

Capture-Packet Index 2
Type        : forwarding
Interface   : 10GE1/0/2
Direction   : inbound
ACL         : 2001
File Name   : flash:/logfile/capture_fwd_GigabitEthernet3.0.0_2012-05-03-14-44-54.cap
Time-out    : 3600 seconds
Packet-num  : 900
Packet-len  : 62

Table 4-3 Description of the display capture-packet config-state command
output

Item Description

Capture-Packet
Index

Index of a packet capture instance.

Type Type of captured packets:
● local-host: packets that are destined for the local

device
● forwarding: packets that are destined for a device

other than the local one

LinkType Link type.

Interface Interface name.

Direction Direction of forwarded packets.

ACL ACL number.

File Name Name of a file saving an instance.

Time-out Timeout time before the system stops capturing packets.

Packet-num Number of captured packets in a file.

Packet-len Length of each packet in a file.

 

4.2.5 display capture-packet file

Function

The display capture-packet file command displays the content of a specified
packet capture file.

Format

display capture-packet file file-name [ verbose ]
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Parameters

Parameter Description Value

file-name Specifies the name of the packet
capture file.

The file-name must already
exist, in the format of flash:/
path name/file name.

verbose Specifies to display the detail
information.

-

Views
All views

Default Level
3: Management level

Usage Guidelines
After the device is configured to remotely obtain packets, you can analyze the
captured packets to check whether the data is correct and locate data problems.
You do not need to download the packet capture files. Instead, you can run this
command to view the content of the files.

The content of the packet header obtaining file is displayed in the command
output as a hexadecimal character string. You can convert the content into a
binary file and use packet analysis tool to view the packet information.

Example
# Display information about the capture instance named
capture_host_GE3.1.8_2013-05-09-10-45-57.cap.

<HUAWEI> display capture-packet file flash:/logfile/capture_host_GE3.1.8_2013-05-09-10-45-57.cap
a1 b2 c3 d4 00 02 00 04 00 00 00 00 00 00 00 00
00 00 ff ff 00 00 00 09 4d 10 36 db 00 0a d5 81
00 00 00 0c 00 00 00 0c ff 03 c0 21 09 9d 00 08
8a 8c bc c3 4d 10 36 db 00 0a d6 ae

# View details about a packet capture instance and set the packet capture file
name to pingcapture.cap.

<HUAWEI> display capture-packet file flash:/logfile/pingcapture.cap verbose
packet NO        : 1
packet length is : 64
capture-time     : 2015-09-01 03:45:32
  L2 Type: Ethernet
    Source mac   : f84a-bff0-cac2
    Dest mac     : 0019-7459-3302
    Ethernet type/length: 0x0800

  L3 Type: IPv4
    Protocol Num : 1
    Source Ip    : 10.1.1.2
    Dest Ip      : 10.1.1.1
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  L4 Type: ICMP
    Source Port  : -
    Dest Port    : -

00 19 74 59 33 02 f8 4a bf f0 ca c2 08 00 45 00 
00 54 08 01 00 00 ff 01 9d a3 0a 01 01 02 0a 01 
01 01 08 00 f3 be 04 40 00 01 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

packet NO        : 2
packet length is : 64
capture-time     : 2015-09-01 03:45:32
  L2 Type: Ethernet
    Source mac   : f84a-bff0-cac2
    Dest mac     : 0019-7459-3302
    Ethernet type/length: 0x0800

  L3 Type: IPv4
    Protocol Num : 1
    Source Ip    : 10.1.1.2
    Dest Ip      : 10.1.1.1

  L4 Type: ICMP
    Source Port  : -
    Dest Port    : -

                
00 19 74 59 33 02 f8 4a bf f0 ca c2 08 00 45 00 
00 54 08 02 00 00 ff 01 9d a2 0a 01 01 02 0a 01 
01 01 08 00 f3 bd 04 40 00 02 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

Table 4-4 Description of the display capture-packet file flash:/logfile/
pingcapture.cap verbose command output

Item Description

packet NO Packet sequence number in the packet capture file.

packet length is Length of each packet in the packet capture file.

capture-time Time when the packet with the specified sequence number
is captured.

L2 Type Layer 2 protocol type.

Source mac Source MAC address.

Dest mac Destination MAC address.

Ethernet type/
length

Ethernet type.

L3 Type Layer 3 protocol type.

Protocol Num Protocol number.
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Item Description

Source Ip Source IP address.

Dest Ip Destination IP address.

L4 Type Layer 4 protocol type.

Source Port Source port number.

Dest Port Destination port number.
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